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E safety depends on effective practice at a number of levels:
· Responsible ICT use by all staff, volunteers, parents, students and children

· Sound implementation of policy in both administration and learning and teaching through secure networks

· Standards and specifications of computers being fit for purpose

E safety encompasses all aspects within our organisation and includes:

· Teaching and learning

· Managing and supporting ICT systems

· Photography policies and Communication strategies
School Responsibilities
Our Head Teacher has the overall responsibility for e-safety within our organisation, as part of his role as designated child protection officer he has received training in recognising potentiality of risk, and be aware of the potential for serious child protection issues to arise from sharing digital photography, personal data and access to illegal/inappropriate material. 
Governors and E-safety committee

The governors have a responsibility for monitoring the effectiveness of the implementation of the e-safety policy within our organisation and this forms part of the role of the governor with responsibility for safeguarding.
E-Safety /Safeguarding Governor: Tracey Gudonis
The policy has been agreed by the Management Team and shared with staff. Parents will have opportunity to see the policy on the website.
Internet use
The Internet is as commonplace as the telephone or TV.  Significant educational benefits arise from curriculum Internet use, including access to information from around the world and the abilities to communicate widely.

Internet safety depends on staff, governors, advisers and parents to take responsibility for the use of the Internet.

Internet facility is gained at St Philip’s Marsh Nursery School through computers located in the classroom and staff offices.
· The Internet is an essential element in 21st Century life for education, business and social interaction.  Our organisation has a duty to provide children and parents with safe quality Internet access as part of their learning and family support experience.  The purpose of Internet use in schools and children centres is to raise educational standards, to promote achievement, advice and guide and support the professional work of staff, enhancing the organisation’s management functions.

· Benefits of using the Internet allows access to world-wide educational and information resources including sign posting services, museums and art gallery information, and staff provide reasonable sensible instructions ensuring that users access only appropriate material.

· Best practice promotes that Rules for Internet access should be posted near all computers for use by children and adults.

· Virus protection will be installed and updated regularly.

· ICT and Internet facilities will be available to all staff, governors and parents of our organisation to access material that is appropriate for recognised purposes eg training courses, link settings, jobs and employment, OFSTED and Government references., learning wherever and whenever is convenient
· Opportunities for parents of children attending services organised to access the internet will be available at Barton Hill Settlement.
Principles for Acceptable Use of the Internet

Use of class computers by children must be to support learning associated with the aims and objectives of the Early Years Foundation Stage.

Internet access is designed in classrooms to filter sites that are not suitable or age appropriate (St Philip’s Marsh Nursery School).

Online activities which are encouraged for adults include:

· The use of email, computer conferencing (facetime): between colleagues, between schools, children centres and relevant early years sectors.

· Access to You Tube (permitted under special circumstances by BCC) and the school facebook account

· Use of the Internet to investigate and research questions arising during learning for both children and adults, cross-curricular themes or topics related to social and personal development.

Online activities which are encouraged for children include:

· The use of C-Beebies (or similar) websites to enhance children’s learning and ICT skills.

· The development of children’s competence in ICT skills and their general research skills.

Online activities which are not permitted include:

· Searching, viewing or retrieving materials that are not related to learning promoted by the EYFS, family support material or future careers.

· Copying, saving or redistributing copyright-protected material, without approval.

· Subscribing to any services or ordering any goods or services, unless specifically approved by the school.

· Playing computer games or using other interactive ‘chat’ sites unless specifically approved by our organisation. 
· Using the network in such a way that use of the network by other users is disrupted (for example: downloading large files during peak usage times; sending mass email messages).

· Publishing, sharing or distributing any personal information about a use (such as: home address; email address; phone number; etc).

· Downloading software, unless specifically approved by our organisation.

· Sharing photographs taken of an event which does not receive authorisation from either Management team or parents.

· Any activity that violates an agreed rule or protocol.

Filtering External Websites

It is an absolute requirement that access to the Internet provided to staff and children at our sites has a blocked or filtered service.  Bristol LA Intranet uses I-Gear which is a blocking service, updated regularly.  All users should be aware that the LA can and does track and record the sites visited and the searches made on the Intranet/internet by individual users.

We advise parents that we provide filtered and monitored access to the Internet. However, parents should also be aware that with emerging and constantly changing technologies there is no absolute guarantee that a child cannot access materials that would be considered unsuitable.  The chance of just coming across such materials is highly unlikely, but it obviously increases in direct proportion to the amount of time and effort an individual puts into their search.  

Managing, Supervising and Monitoring Usage

Staff should guide children and parents towards appropriate materials on the Internet.  This will avoid a great deal of time wasting as well as going some way towards monitoring the sites accessed by people using school and children centre services.

Internet access for children in our classroom learning areas is only available only on computers that are in highly-used areas.

No child should use our organisations’ access to the intranet/internet unsupervised.
Network administrators may review files and communications to maintain system integrity and ensure that users are using the system responsibly.  While normal privacy is respected and protected by password controls, as with the Internet itself, users must not expect files stored on Bristol LA Intranet or school servers to be absolutely private.  An email is as private as a postcard, it is quite likely that no one other than the sender and receiver will ever read it, but others could if they were inclined.

Information System security
· Access by wireless devices are pro-actively managed and secured with encryption codes

· Portable equipment can only be used in certain areas of our accommodation

 Email

· Staff may only use approved email accounts

· Staff must inform SLT if they receive offensive emails

· Staff, volunteers, parents  using our organisations email accounts should be aware of their personal safety and not give out personal details of themselves causing them to be at risk

· Forwarding of chain letters is not authorised use of the internet

Website

· The contact details of our organisation are as listed on the website 
· The Headteacher takes overall editorial responsibility and ensures that content is accurate and appropriate.
· Our organisation respects property rights, privacy and copyright detail. 
Sharing images and work on the website 

· Photographs that include children and parents will be selected carefully observing agreed protocols and authorisation procedures

· Children’s, parents, staff  and governors’ personal details will not be shared in full

· Work produced, events celebrated  will be selected on the basis of relevance and suitable content

Social networking 

· St Philip’s Marsh Nursery School in conjunction with BCC controls access to social networking sites.
· No photographs of children or families taken on school equipment are permitted on social network sites

· St Philip’s Marsh Nursery School currently does not have a blog.
Managing emerging technology
· Emerging technology will be examined for educational benefit and risk assessment is taken before implementation of any new product eg Interactive Learning Diaries.
· Smart phones held by staff will not be used for formal purposes unless approved by an SLT member in an emergency situation
·  Parents will be requested to exercise caution when working with their smartphones observing protocols designed to safeguard children and other service users.
Protecting personal data

· Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.
Data Protection Officer: Colin McFarlane
The Data Protection Act (1998) lays down a set of rules for processing of personal data (paper or digital). It provides individuals with rights of access and security and requires the users of data to be open about how it is used and to follow “good information handling processes”.

Our organisation and individuals within it will have access to a wide range of personal information and data. The data may be held in digital format or in paper records. Personal data is defined as any combination of data items that identifies an individual and provides specific information about them, their families or circumstances. This will include:

· Personal information about members of the school community (children, members of staff, parents/carers, students, supply staff, governors e.g. names, addresses, contact details, legal guardianship, health records, SEN records, Child protection records, disciplinary records).

· Curriculum/ academic data (progress summary, tracking booklets. registers, class lists, reports, references).

· Professional records (employment history, taxation, national insurance records, appraisal records and references).

· Child protection (disclosures and records, minutes from meetings, information from other agencies).

· Special Educational Needs records (IEPs, monitoring sheets, minutes from meetings, information from other agencies).

· Estart information obtained from registration details

Everyone in our organisation has the responsibility of handling protected or sensitive data in a safe and secure manner, including governors, and students from higher education settings.

Our organisation will ensure that ICT systems are set up so that the existence of protected files is hidden from unauthorised users. 

ICT systems containing secure data will be locked if left and be set to auto lock if not used for five minutes.

All data back-up disks will be stored appropriately in the school’s fire proof safe to avoid loss or damage.

Personal data that is stored on portable devices shall be encrypted/password protected.

The device must offer approved virus and malware checking software.

The data must be securely deleted from device once it has been transferred or its use is complete.

The Nursery and Children’s Centre recognises that under section 7 of the Data Protection Act people have a number of rights in connection with their personal data held. They have the right of access to their data. 

If a Subject Access Request is made to see all or part of their data this needs to be made in writing to the Head teacher and procedures will follow guidance from Bristol LA. 

They have the right to know; if the data controller holds personal data about them; a description of that data; the purpose for which the data is processed; the source of that data; to whom the data may be disclosed; and a copy of all the personal data that is held about them. Under certain circumstances they can exercise rights in connection with the rectification; blocking; erasure and destruction of data. 

The Nursery and Children’s Centre recognises that data may be accessed outside of school or transferred to the LA or other agencies. 

Users must ensure that permission is given to copy data and that it is transported securely e.g. laptops/ipads/USB sticks are encrypted/passwords.

Paper copies, learning diaries/tracking booklets or laptops and ipads must not be left in cars unattended.

Under the “Fair Processing” requirements in the Data Protection Act, our organisation will inform parents/carers of all children of the data they hold on children, the purposes for which the data is held and the third parties to whom it may be passed. This fair processing notice will be passed to parents/carers through a letter on an annual basis.
Password security
Passwords will be changed regularly (see password security).
Our organisation and IT support manager will be responsible for ensuring that our infra-structure/network is as safe and secure as is reasonably possible and that:
· Authorised Users can only access data to which they have right to access

· No unauthorised user should be able to access another’s files, without permission.
· Access to personal data is securely controlled in line with our personal data policy (see below).
· Logs can be maintained of access by users and of their actions while users of the system

All staff will have responsibility for the security of their own personal user name and passwords to log onto the computers.
 All staff have signed the Acceptable Use Policy stating they will not disclose their username or password to anyone else.

Password for new users can be obtained from the Bristol LA IT help desk following a request from the Head Teacher.

Passwords can be changed regularly on computers. This request is done automatically by Bristol LA.

The ‘master/administrator’ password will only be accessed by IT technicians and members of the leadership team when necessary.
Assessing risks
· St Philip’s Marsh Nursery School and Barton Hill Children’s Centre will take all reasonable precautions to prevent access to inappropriate material. However, due to international scale and linked internet content, it is not possible to guarantee that unsuitable material will never appear on a computer within our organisation eg email contact advertising inappropriate services. St Philip’s Marsh Nursery School and Children’s Centre cannot accept liability for material accessed.
· Our organisation will audit ICT use to establish if the internet safety policy is adequate and implemented appropriately.
· Any instance of cyber bullying will be investigated.
Expectations of Employed staff 
Bristol LA supports the implementation and sharing of effective practices and collaborative networking across the LA as well as nationally and internationally.  

Staff are encouraged to use ICT resources in their teaching and learning and family support activities, to conduct research, and for contact with others in the working world.
Staff are responsible for ensuring that they have an up to date awareness of e-safety matters and of the current school e-safety policy and practices.

Staff are responsible for ensuring they have read, understood and signed the school Staff Acceptable Use Policy Agreement (AUP)

Staff know that it is their responsibility to report any suspected misuse or problem to the E-safety co-ordinator /Head teacher/IT Helpdesk for investigation/action/sanction. 

Staff are aware of e-safety issues relating to the use of ipads, mobile phones, cameras and videos and that they monitor their use and implement current organizational policies with regard to these devices.

When using the Internet, all users are expected to comply with all laws and government regulations concerning copyright, libel, fraud, plagiarism, discrimination and obscenity and all staff are expected to communicate in a professional manner consistent with the rules of behaviour governing employees in the CYPS sector.
· Staff must observe codes of use when using social network sites and exercise good judgement when using email:- 

· Refuse contact with current parents as ‘friends’ on facebook- this can lead to the development of unsuitable unprofessional relationships

· Avoid bad language, judgemental, obscene and sexual connotations 

· Avoid criticism of employers and colleagues

· When contacting multi agency services be aware of what content is being conveyed 
Expectations of Service users, Parents/Carers
Many service users, parents and carers have only a limited understanding of internet and e-safety risks and issues, yet they play an essential role in the education and support of their children and in the monitoring/regulation of their own and their  children’s on line experiences. Parents, carers and service users often either underestimate or do not realise how often children and young people can come across potentially harmful and inappropriate material on the internet and are often unsure about what they would do about it. “There is a generational digital divide” (Byron Report)
Although the children at St Philip’s Marsh Nursery and Barton Hill Children Centre are young we recognise the importance of developing parent/carers awareness of internet and e-safety so that they can support their child’s understanding of e-safety as they grow older.
Parents/carers and service users will from time to time be reminded of the need not to share photographs taken on their digital available equipment on social network sites and should observe other parents/carers’ wishes in safeguarding their individual child/children.

Monitoring and reporting on safety incidents

Monitoring of internet and e-safety will be carried out by the Head Teacher and the safe guarding governor. 
Staff will report any issues causing concern immediately to the Head Teacher.

Complaints of Internet misuse will be dealt with by the Head Teacher/SLT members. These will then be shared with the safeguarding governor and/or Chair of Governors.
Any complaint about staff misuse must be referred to the Head Teacher. 

The Head Teacher should be aware of the procedures to be followed in the event of a serious internet and e-safety allegation being made against a member of staff or parent (see SWGfL flow chart – Appendix 1). 
If any user of a computer is unfortunate enough to come across any offensive web pages, whilst using our organisation’s equipment, they are obliged to make a note of the address and report it to the Children and Young People’s (CYP) IT Helpdesk immediately. The IT staff will then take the appropriate action to block the site.
Training & Awareness

All staff and governors will receive data handling information and awareness/data protection training at an appropriate level to their involvement. 

Staff will have information in relation to data protection during their induction programme.
Staff will be kept up to date through staff meetings and email correspondence of important updates regarding internet and e safety. 
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Appendix 1 

The SWGfL flow chart – below and http://www.swgfl.org.uk/safety/default.asp  should be consulted and actions followed in line with the flow chart, in particular the sections on reporting the incident to the police and the preservation of evidence.
[image: image1.emf]
St Philip’s Marsh Nursery School and Barton Hill Children’s Centre

Polite Notice for users of the internet and computers in our setting
· Social media is not available to use by unauthorised users

· The internet opens a fascinating new world but also offers new risks – 
Be aware of cyber bullying

Be careful about inappropriate material

Be aware of online predators

Do not reveal too much personal information unless you know it a secure site you are working from

· Report anything suspicious to a staff member

· Never share your password or account numbers over an email or instant message

· Never follow links from an email when conducting financial transactions, instead work with a staff member entering an URL to a protected site

· Be wary of callers, pop ups, websites or emails asking for personal information

· Look for https or a picture of a lock before purchasing from a website or giving out information

· Create secure passwords and change them often
· Never download from a source you do not trust or have suspicion about

All computer use in our setting is monitored in accordance with BCC who use strong viral scans ensuring our e safety is upheld.

